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The Leader/Followers architectural pattern provides an efficient concurrency model
where multiple threads take turns sharing a set of event sourcesin order to detect, de-
multiplex, dispatch, and process service requests that occur on these event sources.

Example Consider the design of a multi-tier, high-volume, on-line transaction processing
(OLTP) system. In this design, front-end communication servers route transaction
requests from remote clients, such as travel agents, claims processing centers, or
point-of-sales terminals, to back-end database servers that process the requests
transactionally. After atransaction commits, the database server returnsits results to
the associated communication server, which then forwards the results back to the
originating remote client. This multi-tier architecture is used to improve overal
system throughput and reliability via load balancing and redundancy, respectively.It
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alsorelieves back-end serversfrom the burden of managing different communication
protocols with clients.
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Front-end communication servers are actually ““hybrid" client/server applications
that perform two primary tasks:

1 They receive reguests arriving simultaneously from hundreds or thousands of
| remote clients over wide area communication links, such as X.25 or TCP/IP.

2 They validate the remote client requests and forward valid requests over TCP/IP
connections to back-end database servers.

In contrast, the back-end database servers are ““pure" servers that perform their
designated transactions and return results back to clients via front-end
communication servers. Both types of OLTP servers spend most of their time
processing various types of 1/O operations in response to requests.

A common strategy for improving OLTP server performance is to use a multi-
threaded concurrency model that processes requests and results simultaneousy
[HPS99]. In theory, threads can run independently, increasing overall system
throughput by overlapping network and disk /O processing with OLTP
computations, such as validations, indexed searches, table merges, triggers, and
stored procedure executions. In practice, however, it ischallenging to design amulti-
threading model that alows front-end and back-end servers to perform 1/0O
operations and OLTP processing efficiently.

Oneway to multi-thread an OLTP back-end server isto create athread pool based on
the Half-Sync/Half-Reactive variant of the Half-Sync/Half-Async pattern [POSA2].
In large-scale OLTP systems, the number of socket handles may be much larger than
the number of threads. In this case, an event demultiplexer, such as sel ect

[Ste97], pol | [Rago93], or Vi t For Mul t i pl eObj ect s [Sol98], can beused to
wait for events to occur on a socket handle set. However, certain types of event
demultiplexers, most notably sel ect and pol I, do not work correctly if invoked
with the same handle set by multiple threads. To overcomethislimitation, therefore,
the server contains a dedicated network 1/0 thread that usesthe sel ect () [Ste97]
event demultiplexer to wait for events to occur on a set of socket handles connected
to front-end communication servers.

When activity occurson handlesintheset, sel ect () returnscontrol to the network
1/O thread and indicates which socket handles in the set have events pending. The I/
O thread then reads the transaction requests from the socket handles, storesthem into
dynamically allocated requests, and inserts these requests into a synchronized
message queue implemented using the Monitor Object pattern [POSA2]. This
message queue is serviced by a pool of worker threads. When aworker thread in the
pool is available, it removes a request from the queue, performs the designated
transaction, and then returns a response to the front-end communication server.
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Although the threading model described above is used in many concurrent
applications, it can incur excessive overhead when used for high-volume servers,
such as those in our OLTP example. For instance, even with a light workload, the
Half-Sync/Half-Reactive thread pool will incur a dynamic memory allocation,
multiple synchroni zation operations, and a context switch to pass a request message
between the network 1/0 thread and aworker thread, which makes even the best-case
latency unnecessarily high [PRS+99]. Moreover, if the OLTP back-end server isrun
on amulti-processor, significant overhead can occur from processor cache coherency
protocols used to transfer requests between threads [ SKT96].

If the OLTP back-end servers run on an operating system platform that supports
asynchronous 1/0O efficiently, the Half-Sync/Half-Reactive thread pool can be
replaced with a purely asynchronous thread pool based on the Proactor pattern
[POSAZ2]. This alternative will reduce much of the synchronization, context switch,
and cache coherency overhead outlined above by eliminating the network /O thread.
Many operating systems do not support asynchronous 1/0O, however, and those that
do often support it inefficiently.! Yet, it is essential that high-volume OLTP servers
demultiplex requests efficiently to threads that can process the results concurrently.

Context An event-driven application where multiple service requests contained in events
arrrive from a set of event sources and must be processed efficiently by multiple
threads that share the event sources.

Problem Multi-threading is a common technique to implement applications that process
multiple events concurrently. Implementing high-perfor mance multi-threaded server

1. For instance, UNIX operating systems often support asynchronous I/O by spawning athread for each
asynchronous operation, thereby defeating the potential performance benefits of asynchrony.
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applications is hard, however. These applications often process a high volume of
multiple types of events, such as the CONNECT, READ, and VRl TE events in our
OLTP example, that arrive simultaneously. To address this problem effectively, the
following three forces must be resolved:

 Service requests can arrive from multiple event sources, such as multiple TCP/IP
socket handles [Ste97], that are allocated for each connected client. A key design
force, therefore, is determining efficient demultiplexing associations between
threads and event sources. In particular, associating athread for each event source
may be infeasible due to the scalability limitations of applications or the
underlying operating system and network platforms.

A For our OLTP server applications, it may not be practical to associate a
separate thread with each socket handle. In particular, as the number of
connections increase significantly, this design may not scale efficiently on many
operating system platforms. o]

» To maximize performance, key sources of concurrency-related overhead, such as
context switching, synchronization, and cache coherency management, must be
minimized. In particular, concurrency models that allocate memory dynamically
for each request passed between multiple threads will incur significant overhead
on conventional multi-processor operating systems.

A For instance, implementing our OLTP servers using the Half-Sync/Half-
Reactive [POSA2] outlined in the Example section requires memory to be
alocated dynamically in the network /O thread to store incoming transaction
requests into the message queue. This design incurs numerous synchronizations
and context switches to insert the request into, or remove the request from, the
message queue. o]

« Multiple threads that demultiplex events on a shared set of event sources must
coordinate to prevent race conditions. Race conditions can occur if multiple
threadstry to access or modify certain types of event sources simultaneously.

A For instance, a pool of threads cannot use sel ect () [Ste97] to
demultiplex a set of socket handles because the operating system will erroneously
notify more than one thread calling sel ect () when /O events are pending on
the same set of socket handles [Ste97]. Moreover, for bytestream-oriented
protocols, such as TCP, having multiple threads invokingr ead() orwrite()
on the same socket handle will corrupt or lose data. 0
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Solution  Structure a pool of threads to share a set of event sources efficiently by taking turns
demultiplexing events that arrive on these event sources and synchronously
dispatching the events to application services that process them.

In detail: design athread pool mechanism that allows multiple threads to coordinate
themselvesand protect critical sectionswhile detecting, demultiplexing, dispatching,
and processing events. In this mechanism, allow one thread at atime—the leader—
towait for an event to occur from a set of event sources. Meanwhile, other threads—
the follower s—can queue up waiting their turn to become the leader. After the current
leader thread detects an event from the event source set, it first promotes a follower
thread to become the new leader. It then plays the role of a processing thread, which
demultiplexes and dispatches the event to a designated event handler that performs
application-specific event handling in the processing thread. Multiple processing
threads can handle events concurrently while the current leader thread waits for new
events on the set of event sources shared by the threads. After handling its event, a
processing thread reverts to a follower role and waits to become the leader thread

again.

Structure  The participants in the Leader/Followers pattern include the following:

Handlesare provided by operating systemsto identify event sources, such as network
connections or open files, that can generate and queue events. Events can originate
from external sources, such as CONNECT events or READ events sent to a service
from clients, or internal sources, such as time-outs. A handle set is a collection of
handles that can be used to wait for one or more eventsto occur on handlesin the set.
A handle set returnstoits caller when it is possibleto initiate an operation on ahandle
in the set without the operation blocking.

A For example, OLTP servers are interested in two types of events—CONNECT
events and READ events—which represent incoming connections and transaction
reguests, respectively. Both front-end and back-end servers maintain a separate
connection for each client, where clients of front-end servers are the so-called
‘remote’ clients and front-end servers themselves are clients of back-end servers.
Each connection is a source of events that is represented in a server by a separate
socket handle. Our OLTP servers use the sel ect () event demultiplexer, which
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identifies handles whose event sources have pending events, so that applications can

invoke I/O operations on these handles without blocking the calling threads. 0
Class Collaborator
Handle and
Handle Set
Responsihility

* A handleidentifiesa
source of eventsin an
operating system

* A handle can queue up
events

* Ahandlesetisa
collection of handles

An event handler specifies an interface consisting of one or more hook methods
[Pree95] [GoF95]. These methods represent the set of operations availableto process
application-specific events that occur on handle(s) serviced by an event handler.

Concrete event handlers specialize from the event handler and implement a specific
service that the application offers. In particular, concrete event handlers implement
the hook method(s) responsible for processing events received from a handle.

Class Collaborator Class Collaborator

Event Handler « Handle Concrete Event Handler | « Handle
Responsibility
¢ Definesaninterfacefor R -

> esponsibility
processing events that . . _—
occur on ahandle Defines an application
service

¢ Processes events
received on ahandlein
an application-specific

manner
* Runsinaprocessing
thread

A For example, concrete event handlers in OLTP front-end communication
servers receive and validate remote client requests, and then forward requests to
back-end database servers. Likewise, concrete event handlers in back-end database
servers receive transaction requests from front-end servers, read/write the
appropriate database records to perform the transactions, and return the resultsto the
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front-end servers. All network /O operations are performed via socket handles,
which identify various sources of events. 0

At the heart of the Leader/Followers pattern is a thread pool, which is a group of
threads that share a synchronizer, such as a semaphore or condition variable, and
implement a protocol for coordinating their transition between various roles. One or
more threads play the follower role and queue up on the thread pool synchronizer
waiting to play theleader role. One of these threadsis selected to be theleader, which
waits for an event to occur on any handle in its handle set. When an event occurs the
following activities occur:

* The current leader thread promotes afollower thread to become the new leader

* Theoriginal leader then concurrently playstherole of aprocessing thread, which
demultiplexes that event from the handle set to an appropriate event handler and
dispatches the handler’s hook method to handle the event

« After a processing thread is finished handling an event, it returns to playing the
role of afollower thread and waits on the thread pool synchronizer for itsturn to
become the leader thread again

Class Collaborator
Thread Pool * Handle Set
* Handle
Responsihility « Event Handlers

» Threads that take turns
playing threeroles: in
the leader role they
await events, in the pro-
cessing role they pro-
cess events, in the
follower role they
gueue up to becomethe
leader

» Containsasynchronizer

A For example, each OLTP server designed using the L eader/Followers pattern
can have apool of threadswaiting to process transaction requests that arrive on event
sources identified by a handle set. At any point in time, multiple threads in the pool
can be processing transaction requests and sending results back to their clients. One
thread in the pool is the current leader, which waits for a new CONNECT and READ
event to arrive on the handle set shared by the threads. When this occurs, the |eader
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thread becomes a processing thread and handles the event, while one of the follower
threads in the pool is promoted to become the new leader. o]

The following UML class diagram illustrates the structure of participants in the
L eader/Followers pattern. In this structure, multiple threads share the same instances
of the thread pool, event handler, and handle set participants. The thread pool
participant ensures the correct and efficient coordination of the threads.

Thread Pool )
<<demultiplexes>>

=

v v *

uses
Handle Set Handle Event Handler

r — — — - synchronizer

| join)
| promote_new_leader()

handle_events()
deactivate_handle()
reactivate_handle()

handle_event()
get_handle()

select() 4%
Concrete Event Concrete Event
Handler A Handler B
handle_event() handle_event()
get_handle() get_handle()
Dynamics The following collaborations occur in the L eader/Followers pattern.

 Leader thread demultiplexing. The leader thread waits for an event to occur on any
handle in the handle set. If there is no current leader thread, for example, due to
events arriving faster than the available threads can service them, the underlying
operating system can queue eventsinternally until aleader thread is available.

« Follower thread promotion. After the leader thread has detected an new event, it
usesthethread pool to choose afollower thread to become the new leader by using
one of the promotion protocols described in implementation activity 5.

« Event handler demultiplexing and event processing. After helping to promote a
follower thread to become the new leader, the former |eader thread then plays the
role of a processing thread. This thread concurrently demultiplexes the event it
detected to the event’s associated handler and then dispatches the handler’s hook
method to process the event. A processing thread can execute concurrently with
the leader thread and any other threads that are in the processing state.
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* Reoining the thread pool. After the processing thread has run its event handling
to completion, it can rejoin the thread pool and wait to process another event. A
processing thread can become the leader immediately if thereis no current leader
thread. Otherwise, the processing thread returns to playing the role of afollower
thread and waits on the thread pool synchronizer until it is promoted by a leader

thread.
: Threadl : Thread2 :Thread : Handle : Concrete
Pool Set Event Handler
I join() |
become new leader thread |
handle_events()
> select()
notify joit)
become new < event
25;:? follower
arrival thread <’
< | <
promote_new_leader()
< — — — = — — —
M= — —
become new
leader thread handle_event()
e — — — - - — — — = - — — — 4+ — — — —
handle_events()
select
join() ect0
become new
follower
thread

A thread's transitions between states can be visualized in the following diagram:

Processing

Procmgg Processing compl eted
completea, there isa current | eader
no current

|eader

Following

Become new leader

© Douglas C. Schmidt 1998 - 2000, all rights reserved, © Siemens AG 1998 - 2000, all rights reserved

19.06.2000 If.doc



10

Implementation  The following activities can be used to implement the L eader/Followers pattern.

1 Choosethe handle and handle set mechanisms. A handle set isacollection of handles
| that aleader thread can use to wait for an event to occur from a set of event sources,
such as TCP/IP sockets. Developers often choose the handles and handle set
mechanisms provided by the underlying operating system, rather than implementing
them from scratch. The following sub-activities can be performed to choose the
handle and handle set mechanisms.

1.1 Determine the type of handles. There are two general types of handles:

e Concurrent handles. This type allows multiple threads to access a handle to an
event source concurrently without incurring race conditions that can corrupt, lose,
or scramble the data [Ste97]. For instance, the Socket API for record-oriented
protocols, such as UDP, allows multiple threadsto invoker ead() orwri te()
operations on the same handle concurrently.

« Iterative handles. This type requires multiple threads to access a handle to an
event source iteratively because concurrent access will incur race conditions. For
instance, the Socket API for bytestream-oriented protocols, such as TCP, does not
guarantee that r ead() or write() operations respect application-level mes-
sage boundaries. Thus, corrupted or lost data can result if 1/O operations on the
socket are not serialized properly.

1.2 Determine the type of handle set. There are two general types of handle sets:

« Concurrent handle set. Thistype can be acted upon concurrently, for example, by
apool of threads. Whenit is possibletoinitiate an operation on one handl e without
blocking the operation, a concurrent handle set returns that handle to one of its
caling threads. For example, the Win32 Wai t For Mul ti pl eObj ect s()
function [Sol98] supports concurrent handle sets by allowing a pool of threads to
wait on the same set of handles simultaneously.

 Iterative handle set. Thistypereturnsto its caller when it is possible to initiate an
operation on one or more handles in the set without the operation(s) blocking.
Although an iterative handle set can return multiple handles in a single call, it
cannot be called simultaneously by multiple threads of control. For example, the
sel ect () [$te97] and pol | () [Rago93] functions support iterative handle
sets. Thus, a pool of threads cannot use sel ect () or pol | () to demultiplex
events on the same handle set concurrently because multiple threads can be
notified that the same /O events are pending, which elicits erroneous behavior.
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The following table summarizes representative examples for each combination of
concurrent and iterative handles and handle sets:

Handles Concurrent lterative
Handle Sets Handles Handles
Concurrent UDP Sockets TCP Sockets
Handle Sets + +
Wi t For Mul ti pl eQbj ects() | Wai t For Ml ti pl eChj ects()
Iterative UDP Sockets TCP Sockets
HandleSets + +
select(),poll () select(),poll ()
1.3 Determine the consequences of selecting certain handle and handle set mechanisms.

In general, the Leader/Followers pattern is used to prevent multiple threads from
corrupting or losing data erroneously, such as invoking read operations on a shared
TCP bytestream socket handle concurrently or invoking sel ect () on a shared
handle set concurrently. However, some application use cases need not guard against
these problems. In particular, if the handle and handle set mechanisms are both
concurrent, many of the following implementation activities can be skipped.

Asdiscussed in implementation activities 1.1 and 1.2, the semantics of certain com-
binations of protocols and network programming APIs support concurrent multiple
1/O operations on a shared handle. For example, UDP support in the Socket APl en-
sures a complete message is always read or written by one thread or another, without
the risk of a partial r ead() or of data corruption from an interleaved wri t e() .
Likewise, certain handle set mechanisms, such asthe Win32 Wi t For Mul ti pl e-
bj ect s() function [Sol98], return a single handle per call, which alows them to
be called concurrently by a pool of threads.?

In these situations, it may be possible to implement the L eader/Followers pattern by
simply using the operating systems thread scheduler to (de)multiplex threads, handle
sets, and handles robustly, in which case, implementation activities 2 through 6 can
be skipped.

2. However, Wai t For Mul ti pl eObj ect s() does not by itself address the problem of notifying a
particular thread when an event is available, which is necessary to support the bound thread/handle
association discussed in the Variants section.

11
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1.4 Implement an event handler demultiplexing mechanism. In addition to calling an
event demultiplexer to wait for one or more eventsto occur on its handle set, such as
sel ect () [Ste97], a Leader/Followers pattern implementation must demultiplex
events to event handlers and dispatch their hook methods to process the events. The
following are two alternative strategies that can be used to implement this
mechanism:

« Programto alow-level operating system event demultiplexing mechanism. In this
strategy, the handle set demultiplexing mechanisms provided by the operating
system are used directly. Thus, a Leader/Follower implementation must
implement a demultiplexing table that is amanager [PLoPD3] containing a set of
<handle, event handler, event types> tuples. Each handle serves as a ‘key’ that
associates handles with event handlers in its demultiplexing table, which also
stores the type of event(s), such as CONNECT and READ, that each event handler
will process. The contents of thistable are converted into handl e sets passed to the
native event demultiplexing mechanism, such as sel ect() [St€97] or
Wi t For Mul ti pl eObj ects() [Sol98].

The demultiplexing table can be implemented using various search strategies,
such as direct indexing, linear search, or dynamic hashing. If handles are
represented as a continuous range of integer values, such as on UNIX platforms,
direct indexing is most efficient since demultiplexing table tuple entries can be
located in constant O(1) time. On platforms, such as Win32, where handles are
non-contiguous pointers, direct indexing is not feasible and some type of linear
search or dynamic hashing must be used to implement a demultiplexing table.

A Forinstance, handlesin UNIX are contiguous integer values, which allows
our demultiplexing table to be implemented as afixed-size array of structs. In this
design, the handl e valuesthemselvesindex directly into the demultiplexing table's
array to locate event handlers or event registration types in constant time. The
following classillustrates such an implementation:

cl ass Denux_Tabl e {
/1 Maps <Handl e>s to <Event _Handl er>s and <Event _Type>s.
public:
/1 Convert <Tuple> array to <fd_set>s.
int convert_to_fd_sets (fd_set & ead_fds,
fd_set &wite_fds,
fd_set &except_fds);
struct Tuple {
/1 Pointer to <Event_Handl er> that processes
/1 the indication events arriving on the handle.
Event Handl er *event handl er _;
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I/ Bit-mask that tracks which types of indication
/'l events <Event _Handler> is registered for.
Event _Type event _type_;

1

/1 Table of <Tuple>s indexed by Handl e val ues. The
/'l macro FD_SETSIZE is typically defined in the

/'l <sys/socket.h> system header file.

Tupl e tabl e_[ FD_SETSI ZE] ;

b
In thissimpleimplementation, the Denrux_Tabl e'st abl e_ array isindexed by
UNIX handle values, which are unsigned integers ranging from 0 to
FD_SETSI ZE - 1. 0

Program to a higher-level event demultiplexing pattern. In this strategy,
developersleverage higher-level patterns, such as Reactor, Proactor, and Wrapper
Facade, which are defined in [POSA2]. These patterns help to simplify the
Leader/Followers implementation and reduce the effort needed to address the
accidental complexities of programming to native operating system handle set
demultiplexing mechanisms directly. Moreover, applying higher-level patterns
makes it easier to decouple the 1/O and demultiplexing aspects of a system from
itsconcurrency model, thereby reducing code duplication and maintenance effort.

A For example, in our OLTP server example, an event must be demultiplexed
to the concrete event handler associated with the socket handle that received the
event. The Reactor pattern [POSA 2] supportsthisactivity, thereby simplifying the
implementation of the Leader/Followers pattern. In the context of the Leader/
Followers pattern, however, a reactor only demultiplexes one handle to its
concrete event handler, regardless of how many handles have events pending on
them. The following C++ class illustrates the interface of our Reactor pattern
implementation:

typedef unsigned int Event_Types;

enum {
/1l Types of indication events handl ed by the
/'l <Reactor>. These val ues are powers of two so
/1 their bits can be "or'd" together efficiently.
ACCEPT_EVENT = 01, // ACCEPT_EVENT is an
READ_EVENT = 01, /1 alias for READ_EVENT.
WRI TE_EVENT = 02, TI MEQUT_EVENT = 04,
S| GNAL_EVENT = 010, CLOSE_EVENT = 020

19.06.2000 If.doc
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cl ass Reactor {
public:
/'l Register an <Event _Handl er> of a
/] particular <Event_Type>.
int register_handl er (Event_Handl er *eh,
Event _Type et);
/'l Renmove an <Event_Handl er> of a
/] particular <Event_ Type>.
i nt renmove_handl er (Event _Handl er *eh,
Event _Type et);
/1 Entry point into the reactive event | oop.
int handl e_events (Tine_Value *tinmeout = 0);

b
Devel opers provide concrete implementations of the Event _Handl er interface
below:

cl ass Event _Handl er {

public:

/1 Hook nethod di spatched by a <Reactor> to
/1 handl e events of a particular type.
virtual int handl e_event (HANDLE,
Event _Type et) = O;

/1 Hook method returns the <HANDLE>.
virtual HANDLE get_handl e (void) const = O;
I 0
2 Implement a protocol for temporarily (de)activating handles in a handle set. When
an event arrives, the leader thread deactivates the handle from consideration in the
handle set temporarily, promotes a follower thread to become the new leader, and
continues to process the event. Deactivating the handle from the handle set
temporarily avoidsrace conditionsthat could otherwise occur between thetimewhen
a new leader is selected and the event is processed. If the new leader waits on the
same handle in the handle set during this interval, it could demultiplex the event a
second time, which is erroneous because the dispatch isalready in progress. After the
event is processed, the handleisreactivated in the handle set, which allows the | eader
thread to wait for an event to occur on it or any other activated handlesin the set.

A Inour OLTP example, this handle deactivation and reactivation protocol can
be provided by extending the React or interface defined in implementation activity
2 of the Reactor pattern [POSA2] asfollows:
cl ass Reactor {
publi c:
/1 Tenporarily deactivate the <HANDLE>

/1 fromthe internal handle set.
i nt deactivate_handl e (HANDLE, Event_Type et);
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/| Reactivate a previously deactivated
/1l <Event Handl er> to the internal handle set.
int reactivate_handl e (HANDLE, Event_Type et);

...

b )
3 Implement the thread pool. To promote a follower thread to the |eader role, as well
asto determine which thread is the current leader, an implementation of the Leader/
Followers pattern must manage a pool of threads. A straightforward way to
implement thisis to have al the follower threads in the set smply wait on a single
synchronizer, such as a semaphore or condition variable. In this design, it does not
matter which thread processes an event, as long as al threads in the pool that share

the handle set are serialized.

A For example, the LF_Thr ead_Pool class shown below can be used for the
back-end database serversin our OLTP example:

class LF_Thread_Pool ({
public:
/1 By default, use a singleton reactor.
LF_Thread_Pool (Reactor *reactor =
Reactor::instance ()):
reactor _ (reactor) {}

/1 Wait on handle set and derultiplex events
/] to their event handlers.
int join (Tinme_Value *tineout = 0);

/1l Pronpote a follower thread to becone the
/] | eader thread.
int pronote_new_| eader (void);

/1l Support the <HANDLE> (de)activation protocol.

i nt deactivate_handl e (HANDLE, Event_Type et);

int reactivate_handl e (HANDLE, Event_Type et);
private:

/1 Pointer to the event denultipl exer/di spatcher.

React or *reactor_;

// The thread id of the | eader thread, which is
/1 set to NO CURRENT_LEADER if there is no |eader.
Thread_Id | eader _thread_;

/] Follower threads wait on this condition
/1 variable until they are pronoted to | eader.
Thread _Condition foll owers_condition_;

/] Serialize access to our internal state.
Thread Miutex mutex_;
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3
The constructor of LF_Thr ead_Pool caches the reactor passed to it. By default,
this reactor implementation uses sel ect (), which supports iterative handle sets.
Therefore, LF_Thr ead_Pool is responsible for serializing multiple threads that
taketurnscalling sel ect () on the reactors handle set. 0

Application threads invoke j oi n() to wait on a handle set and demultiplex new
eventsto their associated event handlers. As shown inimplementation activity 4, this
method does not return to its caller until the application terminatesor j oi n() times
out. Thepr onot e_new_| eader () method promotes one of the follower threads
in the set to become the new leader, as shown in implementation activity 5.2.

Thedeacti vat e_handl e() method and ther eact i ve_handl e() method
deactivate and activate handles within a reactor’'s handle set temporarily. The
implementations of these methods simply forward to the same methods defined inthe
React or interface shown in implementation activity 2.

Note that asingle f ol | ower s_condi ti on_ condition variable synchronizer is
shared by all threadsin thisthread pool. As shown in implementation activities4 and
5, theimplementation of LF_Thr ead_Pool isdesigned using the Monitor Object
pattern [POSA2]. o}

4 Implement a protocol to allow threads to initially join (and later rejoin) the thread
pool. This protocol is used in the following two cases:

« After theinitial creation of apool of threads that retrieve and process events; and
« After aprocessing thread completes and is available to handle another event.

If no leader thread is available, a processing thread can become the leader
immediately. If aleader thread is already available, a thread can become a follower
by waiting on the thread pool’s synchronizer.

A For example, our back-end database servers can implement the following
j oi n() method of theLF_Thr ead_Pool towait on ahandle set and demultiplex
new eventsto their associated event handlers:

int LF_Thread_Pool ::join (Time_Value *timeout) {
/1 Use Scoped Locking idiomto acquire mnutex
/] automatically in the constructor.
Guar d<Thread_Mit ex> guard (nutex_);

for (;;) {
whil e (| eader_thread_ != NO CURRENT_LEADER)
/1 Sleep and rel ease <mutex> atomcally.
if (followers_condition_.wait (tineout) == -
&& errno == ETI ME)
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return -1;

/1l Assune the |eader role.
| eader _thread_ = Thread::self ();

/1 Leave nonitor tenporarily to allow other
/] follower threads to join the pool.
guard.rel ease ();

/'l After beconing the | eader, the thread uses
I/l the reactor to wait for an event.
if (reactor_->handle_events () == -1)

return;

/] Reenter nonitor to serialize the test
/1 for <leader_thread_> in the while |oop.
guard. acquire ();

}
}

Within the f or loop, the calling thread alternates between its role as a | eader,
processi ng,andf ol | ower thread. Inthefirst part of thisloop, the thread waits
until it can be a leader, at which point it uses the reactor to wait for an event on the
shared handle set. When the reactor detects an event on ahandle, it will demultiplex
the event to its associated event handler and dispatch its handl e_event ()

method to processthe event. After the reactor demultiplexes one event, the thread re-
assumes its follower role. These steps continue looping until the application
terminates or atimeout occurs. o

I mplement the follower promotion protocol. Immediately after aleader thread detects
an event, but before it demultiplexes the event to its event handler and processes the
event, it must promote a follower thread to become the new leader. The following
two sub-activities can be used to implement this protocol.

Implement the handle set synchronization protocol. If the handle set is iterative and
we blindly promote a new leader thread, it is possible that the new leader thread will
attempt to handle the same event that was detected by the previous |eader thread that
isinthemidst of processing the event. To avoid this race condition, we must remove
the handle from consideration in the handle set before promoting a new follower and
dispatching the event to its concrete event handler. The handle must be reactivate in
the handle set after the event has been dispatched and processed.

A An application can implement concrete event handlers that subclass from the
Event Handl er class defined in the Reactor pattern [POSA2]. Likewise, the
L eader/Followersimplementation can use the Decorator pattern [ GoF95] to create an
LF_Event Handl er class that decorates Event Handl er. This decorator
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promotes a new leader thread and activates/deactivates the handler in the reactor’s
handle set transparently to the concrete event handlers.

class LF_Event _Handl er : public Event_Handl er {
private:
/1 This use of <Event_ Handl er> plays the
/| <Concret eConponent> role in the Decorator
/] pattern, which is used to inplenent
/1 the application-specific functionality.
Event _Handl er *concrete_event _handl er_;
/'l Instance of an <LF_Thread_Pool >.
LF_Thread_Pool *thread_pool _;
publi c:
LF_Event _Handl er (Event _Handl er *eh,
LF_Thread_Pool *tp)
concrete_event _handl er _ (eh),
thread_pool _ (tp) {}

virtual int handle_event (HANDLE h, Event_Type et) {
/1 Tenporarily deactivate the handler in the
/'l reactor to prevent race conditions.
t hread_pool _->deactivate_handle (h, et);

/1 Pronote a foll ower thread to becone | eader.
t hread_pool _->pronote_new | eader ();

/1 Dispatch application-specific event
/'l processing code.
concrete_event _handl er _->handl e_event (h, et);

/'l Reactivate the handle in the reactor.
t hread_pool _->reactivate_handle (h, et);

}
b
As shown above, an application can implement concrete event handlersthat subclass
from Event _Handl er. Likewise, the Leader/Followers implementation can use
the Decorator pattern to promote a new leader thread and activate/deactivate the
handler in the reactor’s handle set transparently to developers of concrete event
handlers. 0

5.2 Determine the promotion protocol ordering. The following ordering can be used to
determine which follower thread to promote.

e LIFO order. In many applications, it does not matter which of the follower threads
is promoted next because all threads are equivalent peers. In this case, the leader
thread can promote follower threads in last-in, first-out (LIFO) order. The LIFO
protocol maximizes CPU cache affinity by ensuring that the thread waiting the
shortest time is promoted first [Sol98], which is an example of the Fresh Work
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Before Stale pattern [Mes96]. Implementing a LIFO promotion protocol requires
an additional data structure, however, such as a stack of waiting threads, rather
than just using a native operating system synchronization object, such as a
semaphore.

e Priority order. In some applications, particularly real-time applications, threads
may run at different priorities. In this case, therefore, it may be necessary to
promote follower threads according to their priority. This protocol can be
implemented using some type of priority queue, such as a heap [Bal ee98].
Although this protocol is more complex than the LIFO protocol, it may be
necessary to promote follower threads according to their priorities in order to
minimize priority inversion [SMFGO0O].

e Implementation-defined order. This ordering is most common when
implementing handle sets using operating system synchronizers, such as
semaphores or condition variables, which often dispatch waiting threads in an
implementation-defined order. The advantage of this protocol isthat it maps onto
native operating system synchronizers efficiently.

A For example, our OLTP back-end database servers could use the following
simple protocol to promote follower thread in whatever order they are queued by
anative operating system condition variable:

int LF_Thread_Pool :: pronote_new | eader (void) {
/'l Use Scoped Locking idiomto acquire nutex
/1 automatically in the constructor.
Guar d<Thread_Mut ex> guard (nutex_);

if (leader_thread_ != Thread::self ())
[l Error, only the | eader thread can call this.
return -1,

/1 Indicate that we are no |onger the |eader
/1 and notify a <join> nethod to pronote

/1 the next follower.

| eader _t hread_ = NO_CURRENT_LEADER
followers_condition_.notify ();

/1 Rel ease nutex automatically in destructor.

}

As shown in implementation activity 5.1, the pronot e_new | eader ()
method isinvoked by a LF_Event _Handl er decorator before it forwards to
the concrete event handler that processes an event. 0
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6

Example Resolved

Implement the event handlers. Application developers must decide what actions to
perform when the hook method of a concrete event handler is invoked by a
processing thread in the Leader/Followers pattern implementation. |mplementation
activity 5 in the Reactor pattern (193) describes various issues associated with
implementing concrete event handlers.

The OLTP back-end database servers described in the Example section can use the
L eader/Followers pattern to implement a thread pool that demultiplexes 1/0 events
from socket handles to their event handlers efficiently. In this design, there is no
designated network 1/O thread. Instead, a pool of threads is pre-alocated during
database server initiaization, as follows:

const int MAX THREADS = ...;

/'l Forward decl aration.
voi d *worker _thread (void *);

int min (void) {
LF_Thread_Pool thread_pool (Reactor::instance ());
/1 Code to set up a passive-npde Acceptor onitted.
for (int i =0; i < MAX_THREADS - 1; i++)
Thr ead_Manager: : i nstance ()->spawn
(wor ker _thread, &t hread_pool);

/1 The main thread participates in the thread pool.
thread_pool .join ();

b
These threads are not bound to any particular socket handle. Thus, all threadsin this
pool take turns playing the role of a network 1/O thread by invoking the
LF_Thread Pool : :j oi n() method, asfollows:

voi d *worker _thread (void *arg) {

LF_Thread_Pool *thread_pool =
rei nterpret_cast <LF_Thread_Pool *> (arg);

/1 Each worker thread participates in the thread pool.
thread_pool ->join ();
b
As shown in implementation activity 4, thej oi n() method allows only the leader
thread to usetheReact or singletontosel ect () onashared handle set of sockets
connected to OLTP front-end communication servers. If requests arrive when all
threads are busy, they will be queued in socket handles until threads in the pool are
available to execute the requests.

When a request event arrives, the leader thread deactivates the socket handle
temporarily from consideration in sel ect () 's handle set, promotes a follower
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Variants

thread to become the new leader, and continues to handle the request event as a
processing thread. This processing thread then reads the request into a buffer that
residesin therun-time stack or isallocated using the Thread- Specific Storage pattern
[POSA2].2 All OLTP activities occur in the processing thread. Thus, no further
context switching, synchronization, or data movement is necessary until the
processing completes. When it finishes handling a request, the processing thread
returns to playing the role of afollower and waits on the synchronizer in the thread
pool. Moreover, the socket handle it was processing is reactivated in the React or
singleton’shandleset sothat sel ect () canwait for 1/O eventsto occur onit, along
with other sockets in the handle set.

Bound Handle/Thread Associations. The earlier sections in this pattern describe
unbound handle/thread associations, where there is no fixed association between
threads and handles. Thus, any thread can process any event that occurs on any
handle in a handle set. Unbound associations are often used when a pool of worker
threads take turns demultiplexing a shared handle set.

A For example, our OLTP back-end database server example illustrates an
unbound association between threads in the pool and handles in the handle set
managed by sel ect () . Concrete event handlers that process request events in a
database server can run in any thread. Thus, there is no need to maintain bound
associations between handles and threads. In this case, maintaining an unbound
thread/handle association simplifies back-end server programming. 0

An important variant of the Leader/Followers pattern uses bound handle/thread
associations. In this use case, each thread is bound to its own handle, which it usesto
process particular events. Bound associations are often used in the client-side of an
application when a thread waits on a socket handle for a response to a two-way
reguest it sent to aserver. In this case, the client application thread expectsto process
the response event on this handle in the same thread that sent the original request.

A For example, threads in our OLTP front-end communication server forward
incoming client requests to a specific back-end server chosen to process the request.
To reduce the consumption of operating system resources in large-scale multi-tier
OLTP systems, worker threads in front-end server processes can communicate to

3. In contrast, the Half-Sync/Half-Reactive thread pool described in the Example section must allocate
each request dynamically from a shared heap because the request is passed between threads.
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back-end servers using multiplexed connections [SMFGOQ], as shown in the
following figure.

Front-End Communication Server Back-End Communication Server

Worker

Thread Pool Worker Thread Pool

B

=

== zll=|=]l=

* A Single ‘Multiplexed” TCP/IP Connection Shared by All Threads *

After arequest is sent, the worker thread waits for aresult to return on amultiplexed
connection to the back-end server. In this case, maintaining a bound thread/handle
association simplifies front-end server programming and minimizes unnecessary
context management overhead for transaction processing [OM G97b]. o]

Supporting bound thread/handle associations requires changes to the following
sections of the L eader/Followers pattern.

Sructure. In the bound handle/thread association variant, the leader thread in the
thread pool may need to hand-off an event to afollower thread if the leader does not
have the necessary context to process the event. Thus, the follower threads wait to
either become the leader thread or to receive event hand-offs from the current leader
thread. The leader/follower thread pool can be maintained implicitly, for example,
using a synchronizer, such as a semaphore or condition variable, or explicitly, using
a container and the Manager pattern [PLoPD3]. The choice depends largely on
whether the leader thread must notify a specific follower thread explicitly to perform
event hand-offs.

Dynamics. The bound handle/thread association variant of the Leader/Followers
pattern requires changes to the following two collaborations:

« Follower thread promotion: After the leader detects a new event, it checks the
handle associated with the event to determine which thread is responsible for
processing it. If the leader thread discovers that it is responsible for the event, it
promotes a follower thread to become the new leader using the same protocols
described in implementation activity 5 above. Conversely, if the event isintended
for another thread, the leader must hand-off the event to the designated follower
thread. This follower thread can then process the event. Meanwhile, the current
leader thread continues to wait for another event to occur on the handle set.

« Event handler demultiplexing and event processing: Either the processing thread
continues to handle the event it detected or a follower thread processes the event
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Implementation

that the leader thread handed off to it. The following diagram illustrates the
additional transition between the following state and the processing state:

Processing

Event hand-off
(follower becomes a

Processing processing thread)
Processing completed,
completed, Thereisa
no current current

leader leader

Following

The implementation activities 1, 2, and 4 in the earlier Implementation section
reguire no changes. However, the following changes are required to support bound
handle/thread associationsin the other implementation activities.

Become new |leader

Implement the thread pool. In the bound handle/thread design a leader thread can
hand-off new eventsto specific follower threads. For example, areply received over
a multiplexed connection by the leader thread in a front-end OLTP communication
server may belong to one of the follower threads. This scenario is particularly
relevant in high-volume, multi-tier distributed systems, where responses often arrive
in adifferent order than requests were initiated.

In addition, a bound handle/thread association may be necessary if an application
multiplexes connections among two or more threads, in which case the thread pool
can seriadlize access to the multiplexed connection. This multiplexed design
minimizes the number of network connections used by the front-end server.
However, front-end server threads must now serialize access to the connection when
sending and receiving over a multiplexed connection to avoid corrupting the request
and reply data, respectively.

A For example, below we illustrate how a bound handle/thread association
implementation of the Leader/Followers pattern can be used for the front-end
communication servers in our OLTP example. We focus on how a server can
demultiplex events on a single iterative handle, which threads in front-end
communication servers use to wait for responses from back-end data servers. This
example complements the implementation shown in the thread pool in the earlier
Implementation section, where we illustrated how to use the Leader/Followers
pattern to demultiplex an iterative handle set.

Wefirst definea Thr ead_Cont ext class:.

cl ass Thread_Cont ext {

23
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publi c:
/1 The response we are waiting for.
int request_id (void) const;
/] Returns true when response is received.
bool response_received (void);
voi d response_recei ved (bool);
I/ The condition the thread waits on.
Thread_Condi tion *condition (void);
private: /1l ... data menbers onmitted for brevity ...
3
A Thr ead_Cont ext provides a separate condition variable synchronizer for each
waiting thread, which allows aleader thread to notify the appropriate follower thread

when itsresponse is received.
Next, we definethe Bound_LF_Thr ead_Pool class:

cl ass Bound_LF_Thread_Pool {
public:
Bound_LF _Thread_Pool (Reactor *reactor)
reactor_ (reactor),
| eader _t hread_ (NO_CURRENT_LEADER) {}

/'l Register <context> into the thread pool.

/1 It stays there until its response is

/'l received.

i nt expecting_response (Thread_Context *context);

/1 Wait on handle set and denultiplex events
// to their event handl ers.
int join (Thread_Context *context);

/1 Handl e the event by parsing its header
/1 to determine the request id.
virtual int handle_event (HANDLE h, Event_Type et);

/1l Read the nessage in handl e <h>, parse the header
/1 of that nmessage and return the response id
virtual int parse_header (HANDLE h);

/'l Read the body of the message, using the
/] information obtained in <parse_header>
virtual int read_response_body (HANDLE h);

private:
/1 Wapper facade for the the nultipl exed
/] connection stream
Reactor *reactor_;

/1l The thread id of the | eader thread.
/] Set to NO CURRENT LEADER if there
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/1 is no current |eader.
Thread_Id | eader thread_;

/1 The pool of follower threads indexed by

/1 the response id.

typedef std::map<int, Thread_Context *>
Fol | ower _Thr eads;

Fol | ower _Threads fol | ower _t hreads;

/] Serialize access to our internal state.
Thread_Mitex nmutex_;

b
The following code fragment illustrates how a client thread that wants to send a
reguest to a server uses the expecti ng_response() method to register its
Thr ead_Cont ext with the bound thread set, which informs the set that it expects
aresponse:

{
1.,
Bound_LF_Thread_Pool *tp = // .
/'l Create a new context, with a new uni que
/'l request id.
Thread_Cont ext *context = new Thread Context;
t p- >expecti ng_response (context);
send_request (context->request_id (),
/* request args */);
tp->join (context);
}

This registration must be performed before the thread sends the request. Otherwise,
the response could arrive before the bound thread pool isinformed which threads are
waiting for it.

After therequest is sent, the client thread invokesthej oi n() method defined inthe
Bound_LF_Thr ead_Pool classto wait for the response. This method performs
the following three steps:

* Step (a) — wait asafollower or become aleader.
»  Step (b) —dispatch event to bound thread.
*  Step (c) —promote new leader end.

The definition of steps (a), (b) and (c¢) in the join() method of
Bound_LF_Thr ead_Pool areillustrated in the updated Variant implementation
activities 4, 5, and 6, respectively, which are shown below.

It is instructive to compare the data members in the Bound_LF _Thr ead_Pool
class shown above with those in the LF_Thr ead_Pool defined in the original
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implementation activity 3. The primary differences are that the pool of threadsin the
LF_Thread_Pool isimplicit, namely, the queue of waiting threads blocked on its
condition variable synchronizer. In contrast, the Bound_LF_Thr ead_Pool
contains an explicit pool of threads, represented by the Thr ead__Cont ext objects,
| and a multiplexed React or object. Thus, each follower thread can wait on a
separate condition variable until they are promoted to become the leader thread or
receive an event hand-off from the current leader. 0

4 Implement a protocol to allow threads to initially join (and rejoin) the thread pool.
For bound thread/handle associations, the follower must first add its condition
variable to the map in the thread pool and then call wai t () onit. Thisallowsthe
leader to use the Specific Notification pattern [Lea994] to hand-off an event to a
specific follower thread.

A For example, our front-end communication servers must maintain a bound
pool of follower threads, which is managed as follows:

i nt Bound_LF_Thread_Pool ::join (Thread_Context *context) {
/[l Step (a): wait as a follower or become a | eader.
/1 Use Scoped Locking idiomto acquire mnutex
/] automatically in the constructor.
Guar d<Thread_Mit ex> guard (nutex_);
while (leader_thread_ != NO_CURRENT_LEADER
&& !cont ext - >response_received ()) {
/! There is a |leader, wait as a follower...

/1 Insert the context into the thread pool.
int id = context->response_id ();
follower_threads_[id] = context;
/1 Go to sleep and rel ease <mutex> atomcally.
context->condition ()->wait ();
/1 The response has been received, so return.
i f (context->response_received ())
return O;
}
// There is no current | eader, so becone the | eader.
for (leader_thread = Thread::self ();
I context->response_received (); ) {
/1 Leave nonitor tenporarily to allow other
/1 follower threads to join the set.
guard.rel ease ();

/1 Demultiplex and dispatch an event.

if (reactor_->handle_events () == -1)
return -1;

/1 Reenter nonitor.

guard. acquire ();

[l ... nmore below ...
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After the thread is promoted to the leader role, the thread must perform all its 1/O
operations, waiting until its own event is received. In this case the
Event _Handl er forwardsthe I/O event to the thread pool:

cl ass Bound_LF _Event _Handl er : public Event_Handl er {
private:
/'l Instance of a <Bound_LF_Thread_Pool >.
Bound_LF _Thread_Pool *thread_pool _;
public:
Bound_LF_Event Handl er (Bound_LF _Thread_Pool *tp)
thread_pool _ (tp) {}

i nt handl e_event (HANDLE h, Event_Type et) {
t hread_pool _->handl e_event (h, et); }
s
Next, the thread pool can handle the event by parsing its header to determine the
reguest id and processing the event as before:

i nt Bound_LF_Event _Handl er:: handl e_event (HANDLE h,
Event _Type) {
/1 Step (b): dispatch event to bound thread.
/1 Parse the response header and get the response id.
int response_id = parse_header (h);
/1 Find the correct thread.
Follower::iterator i =
follower_threads_.find (response_id);

/1l W are only interested in the val ue of
/'l the <key, value> pair of the STL nap.
Thread_Cont ext *dest_context = (*i).second;
foll ower_threads_.erase (i);

/1 Leave monitor tenporarily to allow other
/1 follower threads to join the set.
guard.rel ease ();

/'l Read response into an application buffer
dest _cont ext - >read_r esponse_body (h);

/'l Reenter nonitor.

guard. acquire ();

/1 Notify the condition variable to

/1 wake up the waiting thread.

dest _cont ext - >response_recei ved (true);

dest _context->condition ()->notify (); }
Application developers are responsible for implementing the par se_header ()
and read_response_body() methods, which apply the Template Method
pattern [GoF95]. o]
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5 Implement the follower promotion protocol. The following two protocols may be
useful for bound handle/thread associations:

FIFO order. A straightforward protocol isto promote the follower threadsin fir st-
in, first-out (FIFO) order. This protocol can be implemented using a native
operating system synchronization object, such asasemaphore, if it queueswaiting
threadsin FIFO order. The benefits of the FIFO protocol for bound thread/handle
associations are most apparent when the order of client requests matches the order
of server responses. In this case, no unnecessary event hand-offs need be
performed because the response will be handled by the leader, thereby minimizing
context switching and synchronization overhead.

One drawback with the FIFO promotion protocol, however, is that the thread that
is promoted next is the thread that has been waiting the longest, thereby
minimizing CPU cache affinity [SKT96]. Thus, it islikely that state information,
such as translation lookaside buffers, register windows, instructions, and data,
residing within the CPU cache for this thread will have been flushed.

Soecific order. This ordering is common when implementing abound thread pool,
where it is necessary to hand-off events to a particular thread. In this case, the
protocol implementation is more complex because it must maintain a collection
of synchronizers.

AFor example, this protocol can be implemented as part of the
Bound_LF_Thread_Pool 'sj oi n() method to promote a new leader, as
follows:

i nt Bound_LF_Thread_Pool ::join (Thread_Context *context)
{
I/l ... details omtted ...
/1 Step (c): Pronbte a new | eader.
Fol | ower _Threads::iterator i =
follower_threads_.begin ();
if (i == follower_threads_.end ())
return 0; // No followers, just return.
Thr ead_Cont ext *new_| eader _context = (*i).second;
| eader _t hread_ = NO_CURRENT_LEADER
/1l Renove this follower...
foll ower_threads_.erase (i);
[l ... and wake it up as newy pronoted | eader.
new_| eader _context->condition ()->notify ();
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7 Implement the event hand-off mechanism. Unbound handle/thread associations do
not require event hand-offs between leader and follower threads. For bound handle/
thread associations, however, theleader thread must be prepared to hand-off an event
to a designated follower thread. The Specific Notification pattern [Lea994] can be
used to implement this hand-off scheme. Each follower thread has its own
synchronizer, such as a semaphore or condition variable, and a set of these
synchronizers is maintained by the thread pool. When an event occurs, the leader
thread can locate and use the appropriate synchronizer to notify a specific follower
thread.

A Inour OLTP example, front-end communication servers can use the following
protocol to hand-off an event to the thread designated to process the event:

i nt Bound_LF_Thread_Pool ::join (Thread_Cont ext *context) {
/1 ... Follower code omtted ...
/1 Step (b): dispatch event to bound thread.
for (leader_thread_ = Thread::self ();
I cont ext->response_received (); ) {
/1 ... Leader code omtted ...

/| Parse response header and get the response i d.
int response_id = parse_header (buffer);
/1 Find the correct thread.
Fol lower::iterator i =

follower_threads_.find (response_id);
/1l W are only interested in the val ue of
/'l the <key, value> pair of the STL nap.
Thread_Cont ext *dest_context = (*i).second;
foll ower_threads_.erase (i);

/1 Leave monitor tenporarily to allow other
/1 follower threads to join the set.
guard.rel ease ();

/'l Read response into pre-allocated buffers.
dest _cont ext - >read_r esponse_body (handl e);
/'l Reenter nonitor.

guard. acquire ();

/1 Notify the condition variable to

/1 wake up the waiting thread.

dest _cont ext - >response_recei ved (true);
dest _context->condition ()->notify ();
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Example Resolved

Our OLTP front-end communication servers can use the bound handle/thread
association version of the Leader/Follower pattern to wait for both requests from
remote clients and responses from back-end servers. The nmi n() function
implementation can be structured much like the back-end servers described in the
original Example Resolved section. The main differenceis that the front-end server
threads use the Bound_LF Thread_Pool class rather than the
LF_Thread_Pool class to bind threads to particular socket handles once they
forward a request to a back-end server. Hence, each thread can wait on a condition
variable until its response is received. After the response is received, the front-end
server uses the request id to hand-off the response by locating the correct condition
variable and notifying the designated waiting thread. Thisthread then wakes up and
processes the response.

Using the Leader/Followers pattern is more scalable than simply blocking in a
read() onthesocket handle because the same socket handle can be shared between
multiple front-end threads. This connection multiplexing conserves limited socket
handleresourcesin the server. Moreover, if all threads are waiting for responses, the
server will not dead-lock because it can use one of the waiting threads to process new
incoming requests from remote clients. Avoiding deadlock is particularly important
in multi-tier systems where servers callback to clients to obtain additional
information, such as security certificates.

Relaxing Serialization Constraints. There are operating system platforms where
multiple leader threads can wait on a handle set simultaneously. For example, the
Wai t For Mul ti pl eQoj ect s() function on Win32 [Sol98] supports concurrent
handle sets that allow a pool of threads to wait on the same set of handles
concurrently. Thus, athread pool designed using this function can take advantage of
multi-processor hardware to handle other event concurrently while other threadswait
for events.

On operating systems that support concurrent handle sets, the Leader/Followers
pattern described in the Implementation section can overly restrict application
concurrency because it serializes thread access to handle sets. To relax this
serialization constrain, the following variations of the L eader/Followers pattern can
be applied to allow multiple leader threads to be active simultaneously:

» Leader/followers per multiple handle sets. Thisvariation applies the conventional
L eader/Followersimplementation to multiple handl e sets separately. For instance,
each thread is assigned a designated handle set. This variation is particularly
useful in applications where multiple handle sets are available. However, this
variant limits athread to use a specific handle set.
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* Multiple leaders and multiple followers. In this variation, the pattern is extended
to support multiple simultaneous leader threads, where any of the leader threads
can wait on any handle set. When a thread re-joins the read pool it checks if a
leader is associated with every handle set already. If thereis ahandle set without
a leader, the re-joining thread can become the leader of that handle set
immediately.

Hybrid Thread Associations. Some applications use hybrid designs that implement
both bound and unbound handle/thread associations simultaneously. Likewise, some
handles in an application may have dedicated threads to handle certain events,
whereas other handles can be processed by any thread. Thus, one variant of the
Leader/Follower pattern uses its event hand-off mechanism to notify certain subsets
of threads, according to the handle on which event activity occurs.

A For example, the OLTP front-end communication server may have multiple
threads using the Leader/Followers pattern to wait for new request events from
clients. Likewise, it may also have threads waiting for responses to requests they
invoked on back-end servers. In fact, threads play both roles over their lifetime,
starting as threads that dispatch new incoming requests, then issuing requests to the
back-end serversto satisfy the client application requirements, and finally waiting for
responses to arrive from the back-end server. 0

Hybrid Client/Servers. In complex systems, where peer applications play both client
and server roles, it is important that the communication infrastructure process
incoming requests while waiting for one or more replies. Otherwise, the system can
dead-lock because one client dedicates al itsthreads to block waiting for responses.

Inthisvariant, the binding of threads and handl es changes dynamically. For example,
a thread may be unbound initially, yet while processing an incoming request the
application discoversit requires a service provided by another peer in the distributed
system. In this case, the unbound thread dispatches a new request while executing
application code, effectively binding itself to the handle used to send the request.
Later, when the response arrives and the thread completes the original request, it
becomes unbound again.

Alternative Event Sources and Snks. Consider a system where events are obtained
not only through handles but also from other sources, such as shared memory or
message queues. For example, in UNIX there are no event demultiplexing functions
that can wait for I/O events, semaphore events, and/or message queue events
simultaneously. However, a thread can either block waiting for one type of event at
the same time. Thus, the Leader/Followers pattern can be extended to wait for more
than one type of events simultaneously, as follows:
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» A leader thread is assigned to each source of events—as opposed to asingle leader
thread for the complete system.

« After the event is received, but before processing the event, a leader thread can
select any follower thread to wait on this event source.

A drawback with this variant, however, is that the number of participating threads
must always be greater than the number of event sources. Therefore, this approach
may not scale well as the number of event sources grows.

Known Uses ACE Thread Pool Reactor framewor k [Sch97a]. The ACE framework providesan
object-oriented framework implementation of the Leader/Followers pattern called
the ‘thread pool reactor’ (ACE_TP_React or) that demultiplexes events to event
handlers within a pool of threads. When using a thread pool reactor, an application
pre-spawns a fixed number of threads. When these threads invoke the
ACE_TP_React or 'shandl e_event s() method, one thread will become the
leader and wait for an event. Threads are considered unbound by the A CE thread pool
reactor framework. Thus, after the leader thread detects the event, it promotes an
arbitrary thread to become the next leader and then demultiplexes the event to its
associated event handler.

CORBA ORBs and Web servers. Many CORBA implementations, including
Chorus COOL ORB [SMFGO00] and TAO [SC99] use the Leaders/Followers pattern
for both their client-side connection model and the server-side concurrency model.
In addition, The JAWS Web server [HPS99] uses the L eader/Followers thread pool
model for operating system platforms that do not allow multiple threads to
simultaneoudly call accept () on a passive-mode socket handle.

Transaction monitors. Popular transaction monitors, such as Tuxedo, operate
traditionally on a per-process basis, for example, transactions are always associated
with a process. Contemporary OLTP systems demand high-performance and
scalability, however, and performing transactions on a per-process basis may fail to
meet these requirements. Therefore, next-generation transaction services, such as
implementations of the CORBA Transaction Service [OMG97b], employ bound
L eader/Followers associ ations between threads and transactions.

Taxi stands. The Leader/Followers pattern is used in everyday life to organize many
airport taxi stands. In this use case, taxi cabs play the role of the ‘threads,” with the
first taxi cab in line being the leader and the remaining taxi cabs being the followers.
Likewise, passengers arriving at the taxi stand constitute the events that must be
demultiplexed to the cabs. In general, if any taxi cab can service any passenger, this
scenarioisequivalent to the unbound handle/thread association described inthemain
Implementation section. However, if only certain cabs can service certain passengers,
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Conseguences

this scenario is equivalent to the bound handle/thread association described in the
Variants section.

The Leader/Followers pattern provides the following benefits:

Performance enhancements. Compared with the Half-Sync/Half-Reactive thread
pool approach described in the Example section, the Leader/Followers pattern can
improve performance as follows:

* Itenhances CPU cache affinity and eliminatesthe need for dynamic allocation and
data buffer sharing between threads. For example, aprocessing thread can read the
reguest into buffer space allocated on its run-time stack or by using the Thread-
Specific Storage pattern [POSA2] to allocate memory.

< It minimizes locking overhead by not exchanging data between threads, thereby
reducing thread synchronization. In bound handle/thread associations, the |eader
thread demultiplexes the event to its event handler based on the value of the
handle. The request event is then read from the handle by the follower thread
processing the event. In unbound associations, the leader thread itself reads the
reguest event from the handle and processesit.

It can minimize priority inversion because no extra queueing is introduced in the
server. When combined with real-time 1/O subsystems [KSL99], the Leader/
Followers thread pool model can reduce sources of non-determinism in server
reguest processing significantly.

« It does not require a context switch to handle each event, reducing the event
dispatching latency. Note that promoting afollower thread to fulfill theleader role
does require a context switch. If two events arrive simultaneously this increases
the dispatching latency for the second event, but the performance is no worse than
Half-Sync/Half-Reactive thread pool implementations.

Programming simplicity. The Leader/Follower pattern simplifies the programming
of concurrency models where multiple threads can receive requests, process
responses, and demultiplex connections using a shared handle set.

However, the Leader/Followers pattern has the following liabilities:

Implementation complexity. The advanced variants of the Leader/Followers pattern
are harder to implement than Half-Sync/Half-Reactive thread pools. In particular,
when used as a multi-threaded connection multiplexer, the L eader/Followers pattern
must maintain a pool of follower threads waiting to process requests. This set must
be updated when afollower thread is promoted to aleader and when athread rejoins
the pool of follower threads. All these operations can happen concurrently, in an
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unpredictable order. Thus, the Leader/Follower pattern implementation must be
efficient, while ensuring operation atomicity.

Lack of flexibility. Thread pool models based on the Half-Sync/Half-Reactive variant
of the Half-Sync/Half-Async pattern [POSA2] allow events in the queueing layer to
be discarded or re-prioritized. Similarly, the system can maintain multiple separate
queues serviced by threads at different priorities to reduce contention and priority
inversion between events at different priorities. In the Leader/Followers model,
however, it is harder to discard or reorder events because there is no explicit queue.
One way to provide this functionality isto offer different levels of service by using
multiple L eader/Followers groupsin the application, each one serviced by threads at
different priorities.

Network 1/0O bottlenecks. The Leader/Followers pattern, as described in the
Implementation section, serializes processing by allowing only a single thread at a
time to wait on the handle set. In some environments, this design could become a
bottleneck because only onethread at atime can demultiplex 1/0 events. In practice,
however, this may not be a problem because most of the I/O-intensive processing is
performed by the operating system kernel. Thus, application-level 1/O operations can
be performed rapidly.

SeeAlso  The Proactor pattern [POSAZ2] can be used as an alternative to the L eader/Followers
pattern when an operating system supports asynchronous 1/O efficiently and
programmers are comfortable with the asynchronous inversion of control associated
with this pattern. The Half-Sync/Half-Async [POSA2] and Active Object [POSA]
patterns are aternatives to the Leader/Followers pattern when there are additional
synchronization or ordering constraints that must be addressed before requests can
be processed by threads in the pool. Moreover, these patterns may be necessary if
event sources cannot be waited for by a single event demultiplexer.

Acknowledgement  Thanks to Hans Rohert for many excellent comments on this paper.
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